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(54) ACCESS CONTROL METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To improve the security of a portable 
storage medium such as a PC card. 

SOLUTION: When a ciphering request for using a non-ciphered PC 
card 1 d as a cipher card is issued from a user, the user is urged to 
input a password to be used in key data generation for the 
ciphering and deciphering processings of the PC card 1d. Then, the 
password inputted from the user is stored in the PC card 1d, key 
data are generated by utilizing the data and the key data are 
presented to the user. Thereafter, based on the generated key 
data, the ciphering processing of the data already stored in the 
mounted PC card 1d and the processing of re-storing the ciphered 
data in the PC card 1d are performed. Thus, the ciphering is 
performed even to the PC card 1 d in use in which the data are 
already stored. 
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(C, AHtfjXx-yT'lc.fc!) pc*-F*ag^ftrs^s 
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fcfflU *0*gSa-tf#ArtLfcx-**PC*-K 
ftCffiItS^X7- FAXaX-f-y 7% 
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(8) WWft*-Ff-x>y^Xry^fcJ:OPC*-K 
A^fk^tlT^SfcliJgiJSnft^li:, AttJXjXr-y 

^X7-Fr-^^7t(c*-T-54^Xr-y7 , {ci'? 
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WrST^-bXtt^JS'J-rST'^-trXtii^x-y^XT-y 
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[002 9] (1 1) WftA-Kfiv^ff/*!: 
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t, PC*-Frt©7*-*©**l**iJ!jiJU /«7-F 

i%mt7,7-vf\zZ.<0, PC*-Frtfc«ttSttfc/<X 
7- Fx-^^TCfcr-^^fk/Wkffl©*-^- 
*££lfiU C©*-r-^^7t(cPC*-Frt©x- 
^^Bg^k-T SBg^ftSJ^MSX^ -y t-o 
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Xttf-x v >? Xf -y 7tc <£ 0 P C *- F"\©7 * -feXH 
20 £Brt»Lfci§fcte % Affi^X7 L -y7 , {cJ;f?PC*-F© 
Wf^k^WMrt-S^S^OWWJJfea.— »ffc{iU, ^©*S 
«a— tf*«lMMf»RLfc«*lc, PC*- FrtfcttW 
£nT^S^X7-Ff J -*£iWI&U BWfkSftfcT* 
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^r^-rSo PC*-F1 d©7*fcXW»tt, ttftfll 
e/X-rA*^©^^^^*'; (tfc&EMS^tU) fc 
ItSTS PC*- Fr/WX /«c i-aTSWrStt 
50 5t©T*feD, COPC*-h'f;WXF7'1'/^ It 

ma~>x^A*i*^i)L/c^(c^Y>p<^y (tfctt 

EMS^t'J) ^©tfi^ P C *- FfcfcffS I / 
0*-h7h*bX©fiJOST, &5WiPC*-FXa 
■y h©x^x^^WX'\©fiJ'3ST*if©?0MkMa 
fc?T</\ tt»>X'rA#{*fcJ!ra£Rf (Xx-y74 
a~4c)o Ctlfc:*?), PC*-Ff f ; < H'XF5'l'/S 
It. SJt)aT6tl7cri'X^r/WX{c^lS-r5PC* 
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[0 0 3 2] H-*«v'X-rA*fr©PC*-FXa-y h 
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Xf-A*^6©7h'jea-h^t'J-feU^ hffl#* 
P C *- FttffiJiraW 1 b 4fCT, PC*- 
Fp t 3©7HJl£a-M*y 1 d 2©-f—££r7-^y< 
tUf-^^y7r 1 b 1 6fHlcmO^, gtmtirc 
PCA-Ftf*f/^XK7-f; WMRrtEft: P C * - 
FTfcSfrSfrfcfflB'J-r.S (Xr774d < 4e) 0 
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c *- f tfijgi] L/c*^a, Bg^ft*- FWgijjaagp 1 

b6(CT, &f#Lfc7tU Ifa-hx-^rtO/SX?- 

£*it^3 pca- F-efes^s^wj-rs 

V^PC*- Fi^JS'JSft/citl^ Bg^lfk*- FfflM 
Saagpi b6fi, AffiTJ&Uian b3^Lta- »f 
fc, ^{kSftT^&^P^-FT&SCfci:, ^© 
PC*- F£l^{k®I£^^5frSfr©iiitR£7^ 
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(57)Abstract: 

PURPOSE: To surely maintain the security of an external storage 
medium without damaging efficiency at the time of a normal 
operation by storing information without ciphering it at the time of 
normal use and ciphering the information at the time of ejecting an 
attachable and detachable storage medium to store the 
information. 

CONSTITUTION: At the time of taking out an attachable and 
detachable hard disk (HD) 6, a CPU 1 checks whether or not a 
security folder is present in the HD 6. When the security folder is 
present, the presence of the data which are not ciphered in it is 
checked. When the data which are not ciphered are present, the 
CPU 1 instructs an HD controller 5 to read them. The data read 
from the attachable and detachable HD 6 are ciphered by the CPU 
1 and stored in a main memory 3. Thereafter, the CPU 1 instructs 
the HD controller 5 and a DMA controller 4 to store the ciphered 
data to the attachable and detachable HD 6. 
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